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(57) ABSTRACT 

Disclosed is a multi-purpose transaction card system com 
prising an issuer, one or more cards, one or more terminals, 
and optionally one or more acquires, communicating using 
a variety of cryptographic con?dentiality and authentication 
methods. Cards authenticate messages using public key 
based cryptographic Without themselves performing the 
extensive computations usually associated With such cryp 
tography. Integrity of complex transaction sequences and 
plural card storage updates are maintained even under 
intentionally generated interruptions and/or modi?cations of 
data transmitted betWeen card and terminal. Cards do not 
reveal any information to the terminal Which is not directly 
necessary for the transaction or any information to Which the 
terminal should not have access, though externally measur 
able aspects of its behavior. Transaction types supported 
include those suitable for off-line credit cards, in Which the 
“open to buy” is maintained on the card. 
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