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INTRODUCTION

If cryptography is to be used to provide trustworthy information process-
ing systems for society, the important problems of shielding and tamper-
safing must be effectively solved by non-secret designsl, Shielding techniques
for protecting mechanisms against analysis of their radiated signal energy
seem to be rather well understood, and are not discussed here. Tamper-safing
systems can be divided between those which merely indicate tampering to an
inspector, and those systems which can detect tampering and can respond by,
for example, destroying some secret information. In some cases it may be
desirable to augment a tamper-responding system with tamper-indicating
techniques and periodic inspections, in order to place an upper bound on the
amount of time available for compromise of the tamper-responding system.
The present work, however, focuses on design concepts for tamper-responding
systems.

A small shielded object, say less than one cubic foot, is to be protected
from an adversary by a tamper-responding container. The adversary's objec-
tive is to penetrate the shielding within the container, in a reasonable amount
of time, without initiating a successful response, so that the adversary may
obtain the secret information within the shielding. The system designers ob-
jectives are to design a system that can keep adversarys from obtaining their
goals, that can be publically constructed and verified, that has a reasonable
cost, that allows power to be supplied to and communication with the shielded
device, that is not likely to be subject to rapid unanticipated modes of attack,
and that will be reliable in an office building environment.

Security systems pose unique design problems because they assume an
adversary. While estimation of adversarys involves uncertainties and possible
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change in many dimensions, there may be reasonable bounds, such as, the
amount of time available to an adversary. It is often considered sound prac-
tice to design security systems assuming that the adversary has complete
knowledge of the general system design (though some designs may call for
random choices among a great many alternative values for some parameters).
Baran” presents convincing arguments for making the general design public,
which include the advantage of input from a much wider community, and the
fact that intelligence techniques are bound to reveal the details of most large
undertakings to a determined adversary. Many organizations seem to take
the view that designs should be closely guarded. Computer systems that are
to be widely trusted can't afford the luxury (whether advantageous or
dangerous) of secret designs, since their construction must be verified by a

wide range of observers.

MODEL

A tamper-responding container may be thought of as a series of layers.
Each layer will have a set of known attacks that can be perpetrated against it
with associated times, possibly other requirements, and likelyhoods of suc-
cess. One design approach is to bring sensor systeris to bear on a single layer
that are sufficient to detect all known attacks with reasonable associated
times and likelyhoods of success.

Such a single layer approach may not always be possible, and multi-layer
approaches may be more economical. If the sensor systems for a particular
layer can be disabled when that layer is penetrated, then the security provid-
ed by multiple layers is merely additive, and probably a comparatively expen-
sive way to increase penetration time. If there are independent probabilities
of success for attempts to penetrate each layer, however, the probability of
success for a series of layers is the product of the independent probabilities
for each layer. Also, it may be difficult to penetrate one layer of material
without exposing the penetration mechanism to the next layer, particularly if
the exact location and contour of the boundary is a random parameter.

If sensor systems for one layer can not be compromised until a deeper
layer is penetrated, powerful advantages may result. For example, no known
attack scenarios exist for a system comprising an inner layer that is secured
against all fast attacks, and an outer layer that is effectively protected against
all but fast attacks by sensor systems secured within the inner layer. In gen-
eral, when a sensor system's view extends through a series of enclosing layers,
it limits the kinds of attacks that can be employed against each layer of the
series much as if it were embedded immediately within that layer, and it lim-
its the kinds of attacks that can be brought to the internal layers of the
series.

SENSOR SYSTEMS

Sensor systems may be divided between the passive, which merely moni-
tor energy coming from a layer, and the active, which monitor the return of
energy that they transmit into a layer.
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Passive sensor systems can be triggered by thresholds, rates of change,
and more sophisticated pattern analysis. They may be divided between those
which monitor a kind of energy that will only exist in significant quantities or
increase dramatically under attack, or they can monitor a level for relatively
small suspicious fluctuations. Clearly the former is to be preferred. Exam-
ples include mechanical vibration, strain, pressure, electromagnetic and oth-
er forms of radiation. Randomness may be exploited by, for example, pres-
surizing a layer to a random pressure. Significant advantage may be taken of
materials, such as chemically stressed glass or glass ceramic”, which contain
stored energy that is released by some attacks and will propagate through the
material, or ideally cause a chain reaction and thus be amplified by the ma-
terial itself. Such materials may be regarded as both the constituents of a
layer and as part of the sensor system, even though the kind of energy emit-
ted by the material is not the same as that of the ultimate output of the sen-
sor system. Joints between parts of such materials may be subject to special
attacks.

Active sensor systems may be divided between those which propagate en-
ergy through a fixed path in some layer, and those which do not use fixed
paths. Path based systems must protect the area between the paths or ex-
ploit path overlap unless the path gap or minimum sensitive part of a path are
below some acceptable size threshold. Also, they can provide resistance to
straight line attack. Time domain, interference, capacitive and inductive
techniques may indicate movement of paths, indicate changes in path length,
and provide protection between paths or even of adjacent layers. Path sys-
tems may be comparatively slow to respond. Non-path systems may rely on
the doppler effect, standing wave patterns, or even phased array techniques.
They may also include such techniques as directed beams of energy, and so-
phisticated analysis of the reflected energy. Random values may be used to
influence parameters of the transmitted energy, such as timing, direction and
spectral composition, and they may also be used to determine parameters
relevant to evaluation of the sensed energy, such as the sample and hold delay
in a time domain system, so that probabilities of detection may be introduced
and certain countermeasures made ineffective. While active techniques may
require more power than passive techniques, path techniques appear to be po-
tentially cost effective, and directional techniques appear to have the poten-
tial for extreme sensitivity, though they may be relatively expensive.

In a layer composed of multiple sub-layers, some of the sub-layers may
be regarded as auxiliary sub-layers that form part of a sensor system, such
as, reflective coatings, conductive coatings or piezoelectric coatings. These
auxiliary sub-layers may be shared by several layers, and they may be regard-
ed as layers themselves, though they may be subject to a relatively wide range
of attacks. Also notice that a very thin boundary region of a layer, such as a
reflective or conductive surface, may be providing substantial security.

ATTACK SCENARIOS

Attacks are divided here between probing, stealth, countermeasures, and
disabling attacks. A complete attack scenario may include a sequence of
combinations of these individual attacks on a series of layers and sensor sys-
tems.
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Probing attacks seek to aid other attacks by finding out something about
the particular values of random parameters, which may include static infor-
mation about layer structure and dynamic information about sensor system
operation. Appropriate techniques depend on the nature of the parameters,
but radiography, ultrasonic scanning, and passive signal analysis are exam-
ples.

Stealth attacks attempt to penetrate through a layer without being
detected. A physical barrier may be penetrated by applying mechanical cut-
ting techniques, such as drills and abrasives; thermal techniques, such as oxy-
gen lance, thermite, and shaped charges; energy beams, such as laser and
electron discharge; chemical attacks, such as solvents and corrosives; and
particle beams. The probability of detection of a layer penetration may be re-
duced by techniques, such as shoring, reconstruction, or introduction of coun-
terbalancing elements, or by altering the material(s) of the layer, such as by
by application of forces, energy or chemical reaction.

Countermeasures are techniques which introduce energy inte a sensor
system in such a way that the sensor system does not detect some other at-
tack. Examples include, roughly in increasing order of difficulty, energy
masking, such as by introducing static or interference; energy introduced to
maintain a level decreased by another attack; energy introduced to null, at
the sensor(s), energy generated by another attack; and energy introduced to
restore at sensor(s) a pattern of energy disturbed by another attack.

Disabling attacks seek to completely destroy, reduce the effectiveness of,
or influence a sensor system so that other attacks may be perpetrated with
decreased risk of detection. Such attacks might employ the layer penetration
techniques already discussed, or they might include such things as manipula-
tion of power level, temperature, magnetic field, radiation level, etc. The fol-
lowing lists types of sensor system components, roughly in increasing order of
difficulty of their corresponding disabling attack: those components that if
disabled or destroyed would end the ability of the sensor system to initiate a
response (a quick attack on these might be detected too late by the sensor
system); those that if disabled could diminish the likelyhood of the sensor sys-
tem to respond; and those that could be influenced during an attack to com-
pensate for the exact changes caused by the attack.

NEW PROPOSAL

The above considerations suggest an approach that will be presented
here as an illustration of a high-level design. The heart of the proposal is a
layer formed from a plurality of small, irregularly-shaped particles of materi-
als that may be roughly categorized as either detectors, protectors, or bar-
riers. Detectors are materials that emit stored energy when subject to partic-
ular types of attack. For example, contact explosives may explode when some
modes of physical penetration are attempted. A protector gives off stored en-
ergy when a nearby detector or protector is subject to a disabling attack,
such as an explosive that is responsive to a solvent that could disable a con-
tact explosive. Barrier particles, such as diamond or ceramic dust, may force
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certain kinds of attack for which detectors are provided. Some particles may
play more than one role.

Such an aggregate layer may be formed in a hardening matrix which will
transmit energy released by the detector and protector particles. The con-
struction of the layer may be readily verified by observers who may sample
the various types of particles, and watch as the aggregate is prepared and the
shielded container is potted within it. Power transmission and communication
may be accomplished by inductive techniques, for example. The transducers
and electronics of the detector system within the aggregate layer should be
protected against disabling attacks, including very fast attacks. It may be
desirable to include active sensor systems, such as time domain
reflectometry paths, that are protected by the aggregate layer and whose pro-
tection extends for a ways beyond that layer, so that the attacks which can be
brought to the aggregate are limited. Confidence in the unlikelyhood of a ra-
pid and unanticipated mode of attack may be increased due to the variety of
barriers, detectors and interfaces that may be provided. A variety of design
concepts that appeared attractive from earlier discussions have been includ-
ed in this design, including the use of what is in effect a great many layers, ex-
ploitation of random boundaries, stored energy mediums, and sensors pro-
tected within an inner layer.

APPENDIX
Several related points are worth mentioning:

(1) Some locations for a device may greatly ease the problem of providing a
sufficient tamper-safing system. For example, a device within a satellite
may be protected by the difficulty of reaching it, and by being observable
by other satellites. A device which contains sophisticated seismic sensors
and is at the bottom of a back-filled drill hole in several hundred feet of
bedrock may be very difficult to reach, especially without being detected.

() Accelerometers can do a good job of detecting attempts to transport a
secured device. Mechanical accelerometers have appeared in the litera-
ture which seem to provide adequate sensitivity and yet are self leveling,
and resistant to shock such as might be caused by an earthquake4. Much
more sophisticated, sensative and miniature devices may now be practi-
cal.

(3) Combinations of materials are often used in sophisticated barriers. Ex-
amples include, steel rebar or mesh in concrete, tungsten carbide chips
in steel hard plate, and steel and ceramic balls in an epoxy matrix®.

REFERENCES
(1) Chaum, David, Computer Systems Established, Maintained and Trusted

by Mutually Suspicious Groups, Memorandum UCB/ERL M79/10, UC
Berkeley, February 1979. Also as dissertation.



392 David Chaum

() Baran, Paul, On Distributed Communications: IX Security Secrecy and
Tarmper-Free Considerations, Memo RRM-3765-pr, Rand Corp., Santa Moni-
ca CA, August 1964.

(3) Miska, Herbert, Command-Break Glass and Glass Ceramics, Corning Glass
Works, Corning NY.

(4) McManus, J., and Engel, A., Tamper Resistant Unattended Safeguards
Techniques, IAEA Symposium on Progress in Safeguards Techniques,
Karlsruhe Germany, July 1970.

(58) Ney, J., Surveillance and Containment Instrumentation for International
Safegaurds, Annual Meeting of the Institute of Nuclear Materials Manage-
ment, Washington DC, June 1977.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile ()
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFA1B:2005
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (sRGB IEC61966-2.1)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU <FEFF004a006f0062006f007000740069006f006e007300200066006f00720020004100630072006f006200610074002000440069007300740069006c006c0065007200200039002000280039002e0034002e00350032003600330029002e000d00500072006f006400750063006500730020005000440046002000660069006c0065007300200077006800690063006800200061007200650020007500730065006400200066006f00720020006f006e006c0069006e0065002e000d0028006300290020003200300031003100200053007000720069006e006700650072002d005600650072006c0061006700200047006d006200480020>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




